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Trust

= Interpersonal trust

(the belief that others have one’s best
interests at heart)
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Social Media

= broadcast social media
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METHOD



We conducted a four-part study with teens aged 13-
18, involving two interviews, a 7-day diary study, and a
design evaluation survey.
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We conducted a four-part study with teens aged 13-
18, involving two interviews, a 7-day diary study, and a
design evaluation survey.

19 teens participated in the interviews and diary
study, and 136 teens took part in the survey.
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We conducted a four-part study with 19 teens aged
13-18, involving two interviews, a 7-day diary study,
and a design evaluation survey.

Entry Interview
e 30 minutes
e General Inquires
about social
media sharing
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We conducted a four-part study with 19 teens aged
13-18, involving two interviews, a 7-day diary study,
and a design evaluation survey.

Entry Interview Diary Study
e 30 minutes e /days
e General Inquires e Experiences of
about social sharing or

media sharing self-censoring
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We conducted a four-part study with 19 teens aged
13-18, involving two interviews, a 7-day diary study,
and a design evaluation survey.

Entry Interview Diary Study Co-Design Interview
e 30 minutes e /days e 60 minutes
e General Inquires e Experiences of e Explore designs
about social sharing or that hinder or

media sharing self-censoring support sharing
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We conducted a four-part study with 19 teens aged
13-18, involving two interviews, a 7-day diary study,
and a design evaluation survey.

Entry Interview Diary Study Co-Design Interview Survey
e 30 minutes e / days e 60 minutes e avg. 48 minutes
e General inquires e Experiences of e Explore designs e Evaluating design
about social sharing or that hinder or prototypes

media sharing self-censoring support sharing
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We conducted a with 19 teens aged
13-18, involving two interviews, a 7-day diary study,
and a design evaluation survey.

Entry Interview Co-Design Interview Survey

e 30 minutes e 60 minutes e avg. 48 minutes
e General inquires e Explore designs e Evaluating design
about social that hinder or prototypes

media sharing elf-cens@ring support sharing
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Entry Interview Diary Study Co-Design Interview
e 30 minutes e /days e 60 minutes
e General inquires e Experiences of e Explore designs
about social sharing or that hinder or
media sharing self-censoring support sharing
%—J
New Paper

Survey
e avg. 48 minutes
e Evaluating design
prototypes
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MOTIVATION




During interviews with teens, participants often
expressed strong anxiety around sharing posts on
social media.
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Such anxiety is understandable, given the prevalence
of alarmist narratives and restrictive policies about

social media.
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The U.S. Surgeon General recently
called for warning labels on social
media and declared gun violence a
natlonal health crisis.

We're fighting for the
Stop Addictive Feeds
Exploitation (SAFE)
for Kids Act

The SAFE for Kids Act will ban
social media platforms from offering
addictive feeds to any persons under

ke 18 without parental consent
J

22



e Na
at rrati
tempts to lves are well-i
protect yoil:;:nte"tion
o ed

N
PanN
iy
L
.
/2

1

-rz_‘-“—-l b-sr,

T T

e Mt

‘ ”‘o‘o‘o‘o‘o‘o‘o‘o‘o'o‘o‘o‘o‘o‘o‘o‘ il
A,
A

‘o‘o‘oooo‘o‘o“

i
MY
i
U

i

h
D

it

P
D
e it

23



The
attesne];tal‘l‘atives re
s to protect youth

Howev
er. a
oversimpli pproaches li
g pl|f es like .
§°C!al mediZ ias complex re;)ll-ltr',ght bans
ocial lives an integral p;‘lxcln which

: of teens’

N

PaanN

N AN e
e
e

LT

) S

= A
AR i

M

0‘0 N

AR

—

s h

| ) TR,
) ) ‘0‘0’0’0‘0‘000‘0‘0‘0‘0‘0‘0‘0‘00
b
mo:n |
0 .0‘0‘0.0.‘ '.”.‘

(X
D 0o i
“‘0“0‘0'0‘0‘0'000.0‘0,0.0.0 il ol
A Wi
i
bl

A T
DN i
) it i
m.mo i “mo il
il o
‘m "4
000”‘“..‘“ no.m

4

\ \

M)



because...

Opportunities for relationship and /

identity building through self- SN
presentation and disclosure on |
social media are vital to teens’ \Q

development.
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Further, it remains unclear whether such
measures are actually helpful, as they
may undermine resilience and well-being
by fostering anxiety and mistrust.
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“"Dysfunctional Fear”

Worried &&
Worry has impact on quality of life &&
((Don’t take precautions) ||
(Take precautions && Precautions have no impact on worry) ||
(Take precautions && Precautions have impact on quality of life))

Jonathan Jackson and Emily Gray. 2009. Functional Fear and Public Insecurities About Crime. The British
journal of criminology 50, 1: 1-22. https://doi.org/10.1093/bjc/azp059
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Out of 64 teens with a public account, 28.1%
reported experiencing dysfunctional fear.

Out of 72 teens with a private account, 15.3% did.
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RQ1: What, if anything, do teens fear in their social
media experiences?

How do these fears affect their social media
experiences”



Teens wish to share small, personal moments
that could lead to meaningful connections.

“(l want to be able to share) Just some of the more
mundane details of my personal life you know, like
... yesterday | was really happy because | made
some microwave popcorn and at the end there were
only 11 unpopped kernels at the bottom of the bag.
Just little things like that.” (P_e19)

30



Example of Social Media Privacy Fear:
Fear of Online Hostility

“..not very good” (P18)
“..not so positive” (P18)

“hellscape” (P15)

“awful (leadership)” (P15)
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Example of Social Media Privacy Fear:
Vague and Persistent Fear

“I don’t post my face right now, but | have an
Inner monologue that keeps telling me what
I’'m doing could get me into trouble. It’s really

Jjust paranoia.” (PO3)
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The disempowerment caused by such fear often
lead to two kinds of responses: withdrawal and self-
censorship on one hand,
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The disempowerment caused by such fear often
lead to two kinds of responses: withdrawal and self-
censorship on one hand, and privacy resignation
and oversharing on the other.
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RQ2: How might the design of social media
mitigate dysfunctional fear for teens?
What are the implications of these designs®



Settings
Account settings

Public account

Go public, but set up boundaries here to connect
widely while staying safe.

Who can follow you?

Anybody

Users withupto 3  red flags
Allow only users with <3 red flags

follow you; they're among the best 7.1%
at respecting our community norms.

Who can see your posts?

Anybody

Users withupto 5 red flags
Allow only users with <5 red flags
follow you; they're among the best 23%

at respecting our community norms.

Who can comment on your posts?

Anybody (V]

llsers withinta N red flans

(a) Account protection

orn D . - -

< Notifications

Last 7 days

We verified your flag and found it to be

@ legitimate. Jen123 and all other accounts
associated with the account information
has been banned from the platform for a
month. View details

(f) Red flag & follow-up

Your post was viewed by 6 users

Users you interact with frequently < 2

Jacob123

Capy$

Users you interact with sometimes * 3

Jacob123

Capy$

KellyB

Users you have not interacted with at all < 1

Jacob123

(b) Categorized viewer

list

9:41 — all &

Settings

Pseudonymity mode

Users added will not be be able to see your
profile picture name or phone number on your
profile

Users that | don't follow
Users that don't follow me

Jacob123

Capy$

-+ Add users

a

R ®©

]

(g) Pseudonymity

mode

Oops! you cannot take screenshots of
this post

Jen123 has disabled screenshots for this post

(c) On-demand
screenshot blocking

There seems to be a car plate number
on your photo

Please make sure to double check that your
personal information is not exposed

()

(h) Personal
information alert

orr D . - -

< Jen123

@

All chats will be deleted after 3 days

You may select and capture the chats before they
disappear. Jen123 will be notified that you saved
the chats

(d) Auto-delete
(with save)

Community guidelines

Welcome to our platform!

We're all about making this platform safe and
positive for everyone. Here are a couple of
important things to keep in mind:

Put Safety First Learn more v
If you ever feel unsure about something, always
choose the option that keeps you safe.

Respect Privacy Learn more v
If someone doesn't accept your friend request
or decides to keep some of their posts private,
it's not about you.

We're here to help you have a great time on
WhoAml today while staying safe and
respecting others' privacy. Enjoy your journey on
our platform!

(i) User privacy norms

How long would like for your post to
last?

Post permanently
Delete post after 24hrs

Ask me again in
3 months v

Not sure about this post? No worries, we
will remind you in Tmonth and give you the
option to delete it permanently.

(e) Reminder to review

View your profile as...

Use this feature to check how your profile
looks to others. It helps you manage what
you're sharing and maintain your privacy just
the way you want it!

Users | don’t follow O
Users that doesn't follow me O

A specific user Harry Styles X °

(j) “View as”
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If someone doesn't accept your friend request
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We're here to help you have a great time on
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our platform!
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last?

Post permanently
Delete post after 24hrs
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Not sure about this post? No worries, we
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Likelihood of privacy problems will decrease
== Less worried about privacy problems
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Hostile Environment (N=134) -
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but...






Privacy in social media, especially for teens,
Is not solely about restricting access to
personal information.
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Privacy in social media, especially for teens,
Is not solely about restricting access to
personal information.

It is an ongoing process of interpersonal
boundary regulation.
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Social media privacy narratives and platform
designs often frame privacy as a trade-off
between disclosure and control. However,

i
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Social media privacy narratives and platform
designs often frame privacy as a trade-off
between disclosure and control. However,

e Privacy-as-control is ineffective in a networked environment where

information is co-owned:
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Social media privacy narratives and platform
designs often frame privacy as a trade-off
between disclosure and control. However,

e Privacy-as-control is ineffective in a networked environment where
information is co-owned:

o Puts the entire burden of privacy protection on individuals

O
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Social media privacy narratives and platform
designs often frame privacy as a trade-off
between disclosure and control. However,

e Privacy-as-control is ineffective in a networked environment where
iInformation is co-owned:
o Puts the entire burden of privacy protection on individuals
o Implies sharing == giving up rights to privacy

O
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Social media privacy narratives and platform
designs often frame privacy as a trade-off
between disclosure and control. However,

e Privacy-as-control is ineffective in a networked environment where
iInformation is co-owned:
o Puts the entire burden of privacy protection on individuals
o Implies sharing == giving up rights to privacy

o Hence encourages withdrawal from sharing O

-~ users miss opportunities to connect
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Then what is the alternative perspective on
privacy?
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Trust emerged among teen participants as the
key moderator of perceived privacy on social
media, a view echoed by existing frameworks
such as Waldman’s “Privacy as Trust.”

PRIVACY

AS TRUST

ARI EZRA WALDMAN
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How does social media design support
or undermine trust-based self-
disclosure among teens?
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This study introduces two major barriers to trust-
building, meaningful self-disclosure among teens:
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This study introduces two major barriers to trust-
building, meaningful self-disclosure among teens:

Communication Fog

ambiguous norms and audience
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This study introduces two major barriers to trust-
building, meaningful self-disclosure among teens:

Communication Fog

ambiguous norms and audience
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Low-Grace Culture

high-stakes environment with (perceived
and actual) distrust and hostility
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Example of Communication Fog




Ambiguous Loyalty creates challenges in
boundary regulation based on trust.
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Ambiguous Loyalty creates challenges in
boundary regulation based on trust.

e Platforms push to add more friends (e.g., displaying the number of followers)
- untrustworthy audience
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Ambiguous Loyalty creates challenges in
boundary regulation based on trust.

e Platforms push to add more friends (e.g., displaying the number of followers)
- untrustworthy audience

“You never can really know who’s viewing your content or
who’s REALLY following you.” (P_.cO8)
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Teens propose Mutual Commitment to
content consumption to share accountability.

N QB &
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Teens propose Mutual Commitment to
content consumption to share accountability.

By joining this Space, you
confirm that you have read

and agree to follow its rules.

Failure to adhere to these

rules may result in removal.

#CloseFriendsOnly

Cancel [ Agree & Join

N QO B %

g ‘W e [r Y ROY P e

1 L1 L L1111
2o 1 1 1 11 1 Ba

123

®

space

done

“[On Snapchat’s Private Story] If
they joined that story, [then]
they’re kind of the ones
subjecting themselves to it. If
they didn’t want to see it, they’d
never had to join it.” (P_el2)
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Example of Low-Grace Culture




Nonconsensual Exposure makes teens fear
burdening others and being judged by public

standards.
Ie_ﬁ’(
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Nonconsensual Exposure makes teens fear
burdening others and being judged by public
standards.

e Following someone == implicitly agreeing to see their content in your feed
e Sharing content == implicitly agreeing to appear in others' feeds

N

65



Nonconsensual Exposure makes teens fear
burdening others and being judged by public
standards.

e Following someone == implicitly agreeing to see their content in your feed
e Sharing content == implicitly agreeing to appear in others' feeds

e Viewers feel "buried" in posts

e Sharers fear "spamming" or "clogging" feeds Q{

66



Teens believe Self-Contained Disclosure will
reduce unnecessary friction in sharing.

9:41 — all = .
e Your Social Media Feed

8 oo o

na Britney Spears . . .

e share without imposing on others

3"’/ Carly Rae Jep

& “like little status updates”

ﬂ Emma Watson ( P_C O 5 )
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We Introduce “Trust-Enabled Privacy” as a framework
that recognizes trust—whether building or eroding—as
central to social media boundary regulation.
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that recognizes trust—whether building or eroding—as
central to social media boundary regulation.
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We Introduce “Trust-Enabled Privacy” as a framework
that recognizes trust—whether building or eroding—as
central to social media boundary regulation.

(d) Boundary
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We Introduce “Trust-Enabled Privacy” as a framework
that recognizes trust—whether building or eroding—as
central to social media boundary regulation.

(d) Boundary
Regulation Decision
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We Introduce “Trust-Enabled Privacy” as a framework
that recognizes trust—whether building or eroding—as
central to social media boundary regulation.

(d) Boundary
Regulation Decision
(e) Social OutcoD

The framework also foregrounds the role of platform design in shaping
platform norms, which influence trust, privacy, self-disclosure, and
ultimately, opportunities for social connections.

@atform DesiE—r@’latform NB (c) Trust Calibration




To sum...

Teens want to share small, everyday moments to build
trust and connection, but face high emotional stakes due
to ambiguous social norms (i.e., “Communication Fog”)
and environments that often feel judgmental or
unforgiving (i.e., “Low-Grace Culture™).




To sum...

Teens want to share small, everyday moments to build
trust and connection, but face high emotional stakes due
to ambiguous social norms (i.e., “Communication Fog”)
and environments that often feel judgmental or
unforgiving (i.e., “Low-Grace Culture™).

This can escalate into a dysfunctional kind of fear that
undermines constructive action.



Building on frameworks like Privacy as Trust (Waldman,
2018), we challenge the assumption—rooted in the view of
privacy as information control—that privacy and sharing are
a trade-off.




Building on frameworks like Privacy as Trust (Waldman,
2018), we challenge the assumption—rooted in the view of
privacy as information control—that privacy and sharing are
a trade-off.

Our approach calls for platform
designs that intentionally cultivate
trust, making privacy and sharing
mutually reinforcing and expanding
the frontier of interactions that are ®
safely possible on these platforms. i 22




Privacy in the context of
teen social media use for meaningful social connections:

Privacy as an

individual act
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Privacy in the context of
teen social media use for meaningful social connections:

: Privacy as platform
Privacy as an responsibility for

individual act supporting
information control
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Privacy in the context of
teen social media use for meaningful social connections:

: Privacy as platform
Privacy as an responsibility for

individual act supporting
information control

Privacy as trust
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one more thing...




Mapping Privacy-Utility Tensions: A Framework
for Feature Evaluation.

Table 2. Assessment of potential drawbacks and/or trade-offs for each prototype.

Feature Name Impact on Utility User Burden Community-
Other Users Restriction Dependent

Auto-delete (with save) Yes Yes Yes Yes
Reminder to review No No Yes No
Account protection No Yes No No
On-demand screenshot Yes Yes No Yes
blocking

Personal information alert No No No No
User privacy norms No No No Yes
Categorized viewer list No No No
“View as” No No Yes No
Red flag & follow-up No No No No
Pseudonymity mode No No
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Privacy in the context of
teen social media use for meaningful social connections:

Privacy as platform
Privacy as an responsibility for

. ae . ! Privacy as trust
individual act supporting y

information control
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